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R. Best Security with Industry’s First
e Autonomous Threat Prevention

MOJIMTUKWN BE3OINACHOCTHU
HA OCHOBE Al

HACTPOWKA B OOMH KIMNK

MNOJNIMTUKN ABTOMATUYECKHN
OBHOBJTAKOTCA B PEAJIIbHOM
BPEMEHW

‘We we spendon

thanks to the of the
Check Point solution!”
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HOBbIV BIENA

ZERO-PHISHIG R81.20



Zero-phishing New Software blade on R81.20

- 3awmTta Ha ocHoBe URL
« AHanunanpyet URLS, npoxoadawine 4yepes L3,
* AHanusupyet HTML cTtpaHuubl, cogepxaiwme t1ar <form />;
 URL npoBepstoTca obradvHbiMmn cepBucamm Check Point.
- Zero-phishing Ha ypoBHe bpay3epa
« Javascript nHbekuns B kaxkgyto HTML cTpaHuuy;

« CKpMNT aKkTUBMPYETCSH, Korga nonb3oBaTenb KIMKaeT Ha akTUBHbIE
ANEeMEHTbI;

o CKpuNT oTnpaBnaeT metagaHHble HTML cTpaHuubl Ha aHanma B obnayHble
cepsuckl Check Point.
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URL based protection
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JlokanbHaga BD

Check Point Cloud
Zero Phishing
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Inline Zero Phishing (3anaTeHTOBaHO)

Bahs < 1 2
g (Quantum g
GET Faceb%)kscam.com . GET Face3bookscam.com Facebookscam.com
< security Gateway |
—= g Response

Edited response with JS injection

4 6 4
Phishing! Phishing? Phishing
URL?

Check Point Cloud
Zero Phishing
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Zero-phishing blade

- URL based protection
« AKTUBEH B aBTOHOMHbIX npodomnax Perimeter n Strict;
« AKTUBEH Bceraa, korga aktmBeH cam oneng (HenNb3s BbIKITHOYNTD).

- In-Browser Zero-phishing
e OTKMIOYEH B @aBTOHOMHbIX MPOMPUIIAX N0 YMOSIYaHUIO;
* MOXHO BbIKIMOYNTL B HACTpOMKax npodumns;

- [1na aktneauumn HyxkHa NGTX nuueHs3ungd
- BnnaHme Ha nponsBogmMTenbHOCTb MeHee 1%
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Smart Workflow

New Profile

. Junior
HOBbIE POJIN BE3 INPAB G. Cannot publish policy
MYBJIMKAUNA NMONMNTUKN -

Management Permissions
il

Overview
Gateways
Access Control v High-Availability Operations

Threat Prevention v Management APl Login

MYBIMKALUNA NOJIMTUKA
TOJ—I b KO I_I OCJ—I E P E B M 3 I/l VI Others Cloud Management Extension (CME) API
AD'M |/| H |/| CT PATO PA Monitoring and Logging [] Publish sessions without an approval

Approve / reject other sessions

Events and Reports

Manage integration with Cloud Services
Management

Endpoint

AOMUHUCTPATOP MOJYYAET
YBEOOMIJIEHUME MO MNMOYTE # Add Tag

SMARTTASK —
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MHuTerpauna c INFINITY SERVICES

ObGecneynBaeT nHTErpaUmio on-prem

@ (Quantum

‘ loT Protect Check Point

Cloud

Cloud&rd s In/‘f?ity

Quantum S0C
/‘) SD-WAK
Infinity ‘. Harmony ,
XDR Cannect y INFINITY NEXT

CHECK POINT

INFINITY
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On-premises

NHCTanNNAaUui 1 obnayHbiX CEpBUCOB
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Quantum
loT Protect

BE3OMNACHOCTb MHTEPHETA BELLEW

loT Protect B winto3ax 6e3onacHoctn Quantum



loT ycTpoucTBa — 3TO PUCK
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«HeBunanmblie»

icnonb3aytoT
yctapeswme OC

HeT BCTpOEHHOU
Oe3onacHOCTHU

CnoXHo naTynTb

Cnabble naponu

©2022 Check Point Software Technologies Ltd.
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QUANTUM loT PROTECT

ABTOHOMHbI THREAT PREVENTION ANA BCEX IOT YCTPOUCTB

Quantum
loT Protect
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ABTOMATUYECKOE ABTOHOMHbIE YMPABJIEHVE
B ZERO-TRUST 1 MOHUTOPUHT 13
QUANTUM NONNTVKN & THREAT EOVHOW KOHCONW

PREVENTION
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QUANTUM loT PROTECT

APXUTEKTYPA

loT Security Service

H

\ 2

CHECK POINT
INFINTY PORTAL

Quantum o A

loT

| OT P rO t e Ct poliy Log Sharing

Object Sharing

Cloud -

v
loT
Poli
- —— L&
Smart Management
100% TexHonorunu Quantum | On-premises server

—

Check Point Secunt,rﬁatewa}' ! = E@
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[TonuTnkn KoHTponsa goctyna n Zero Trust

ABTOHOMHbIE MONUTUKMN
NPUMEHAIOTCH aBTOMaTUYECKU, UX
BMAHo B SmartConsole

Pa3pe| I Ia I-O I ‘ ﬂ I Ol I bKO ° Discoverad prnters will be 3bke (o access ondy Pproved Sestinations (I7affic to ather destinations will be block

nermtTnMmHble CoeAUNHEHNUSA. o

PelueHne NpUHMMAaETCA Ha OCHOBE _

Al 1 noBegeH4YecKoro aHanmaa

KoHTponb gocTyna Ha OCHOBE:
destinations, applications and
services AT =Y
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3awuTta loT B peanbHOM BpeMEHU

10,000+ curnatyp gna IT n loT

300+ curHaTyp 414 NPOMbILLIEHHbBIX CUCTEM

O6HOBNEHUNA NONUTUK B PeaSIbHOM BPEMEHMU
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BE3OINACHOCTb + SD-WAN

SD-WAN BcTpoeH B Wwnto3bl 6e3onacHocTn Quantum



Check Point Quantum SD WAN

ApXUTEKTypa :
y Infinity Next
« Smart Management Customer Tenant
* YnpasnaeT NonmMTnkamm
pping : ..
GesonacHoCTH; : S(?cte)Jeer(i:rESg A%gltlg?ctng ’ '\é)etfjvggtrsk
Cloud  —
« CMHXpOHM3NpyeTCcs A A
C Infinity Next; SD-WAN Fetch Events
Policy Policy
- Infinity Next
. YnpaengeT nonutukon SD-WAN; og sharing

Object Sharing

PaboTtaeTt 4yepes Nano Agent;

SD-WAN Nano Agent

Nano Agent e Security Policy
<
[TpMeHAEeT NoNNTUKY On-premises — _
SD-WAN Ha wnto3e;

YcTaHaBnmBaeTca 6e3 yyactus Quantum
adMUNHUCTpPAaTOopPa. — Security Gateway

Access Control, VPN Connectivity
and Threat Prevention Smart Management
On-premises Server
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[TOJINTUKA SD-WAN

Eoom_data S80

|2 Box ¥ Ofenbox & Google Orive-entarprise

Fils Sharing - Local Braak 3¢ Al Sites 9! intarnet @ File Sharing Locs! Sreakout
Monb3oBaTenu, sk b YnpaBneHue
XOCThlI, CETU s % 1rmernet s T e ©  Max Bandwick? Tpadukom:
- Certb: Overlay

W GoToAyPC (Rerhote Deskrop) unn NHTepHeT
DTS TS XA W Wicroson Femote Deskiop Con @ LowLatency Kak namepaTtb ka4ecTso
8K+ npunoxeHuun B ot S48 RO GO kaHana

Honyctumblii SLA

Dafault Local Breakout 3L Al Sites ®, Intemat . Any @ Defaut Local Breakout KaHanbl cBa3u

M cepBUCOB
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CETb OVERLAY
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CoeaunsieTr LOA

n coununansi

Tononormna Hub-and-Spoke

(B cnegytowmnx penusax Meshed)

Yny4ywaet UX

AP PEKTMBHO UCMNOMb3YeT MNOocChl
NponycKkaHusl KaHanoBs, BblbnpaeT
ONTUMarbHbIN MapLLPYT, NepeKnYyaeTcs
MeXAy KaHanamu 3a O0SIM CEKYHAbl

Application-based
[MpaBuna ans KaXxgoro nNpuroXXeHus

ObecneynBaeT 6e30MNacHOCTb

Bce coegnHeHunsa 3alueLleHsbl
IPsec VPN

=
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* Quantum * Quantum
SD-WAN SD-WAN
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Branch A Branch B
Users Users

/_\Azure
3 Internet aW§
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e

Data Center
Applications
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BO3MOXHOCTW SD-WAN

Steering

Name * Video Conference

@ Comment Optimized connectivity for Zoom, Teams
YIMPABJIEHUE TPA®NKOM

STEERING CANDIDATES CRITERIA

[lpocTaa HacTpounka NoNUTUK ynpasneHns Tpagukom Connection Type

e Local breakout

Overlay - VPN & MPLS

Steering Candidates

Nyqwimn mapLupyT BbibnpaeTcsa Ha OCHOBE: : :” R?':‘“::":Nkmks
1 pecific inks
Latency, Jitter, Packet-Loss

BecluoBHOE NepekntoyeHne Mexay kaHanamm
cesA3n ansa Overlay cetu
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MCNOJIb3YUTE CYLWWECTBYKLWWUE LUJTKO3bI
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HOBOIro 0 Udn t UMm 3a MUHYTbI

He TpeOyeTt Pa3BopauunBaeTcs

obopynoBaHuA

SO-WAN
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SD-WAN MONITORING DASHBOARD

[ocTtyneH B obnake Infinity Next

SLA MOHUTOPWHT
B peanbHOM BpeMEHMU

AHanutTuka
nepeKknto4YeHus
KaHaroB CBA3U

Obuwas
cTaTUCTMKa
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